[bookmark: _skqtn7sh27uu]PROGRAMMER CHECKLIST
· Polish the admin side of the CMS
· Do a proper Clean up on the files and database. Please remove the folders that are not general or are from other apps. Delete tables related to other apps and clean the data from common tables like public_users, pmpm, public_pages …. 
Clean up image and file library folder

· Test reset password option on admin side and on public side (if there is any login area)
· Set up client admin account (create the user in public_users table, make sure isAdmin flag is set to 1 (not 2). You should have a user group for admin side of your application already so map the admin user to that user group and also map all pages on admin side to that user group
· Pixel Perfect match the home concept
· Verify domain on Google Webmaster tools and Set up Google Analytics
How to add Google verification: https://support.google.com/webmasters/answer/9008080?hl=en#:~:text=Open%20Search%20Console%20using%20the,below%20to%20troubleshoot%20the%20issue.

We generally use HTML tag method and what you need to do is grab the ID generated in the tag and add it to cmsSettings database table under Google verification code column.


For Google Analytics you need admin access to https://analytics.google.com/ with your levismedia.com account. If you don’t please ask Fateme or Michelle to give you access. After that you can follow the following instructions to generate a new tracking code: 

https://support.google.com/analytics/answer/9304153?hl=en#:~:text=Add%20a%20data%20stream&text=Otherwise%2C-,In%20Admin%2C%20look%20at%20the%20Account%20column%20to%20make%20sure,click%20Data%20Streams%20%3E%20Add%20stream.

PRSIM has the code snippet already in standard.php file. All you need to do is grab the MEASUREMENT ID and add it to cmsSettings database table under Google Analytics code column. 

* Sometimes clients have an old tracking code that they like to use again. So double check with Michelle to know if you need to create a new one or not

· Link Levis Tech logo in the footer to levistech.ca site
· Add site to backup script
· Make sure all pages are W3C valid
· Cross Browser check
· Remove all test content
· Transfer gallery images, file library files and user files (ckfinder) from dev to live site
· Test all the forms on the website
· Add meta words and meta descriptions
· Make sure primary modules are set up for pages
· Add keywords to alt property in images
· Add Privacy Policy and Terms and Conditions files
· Test all the links on the website
· Setup SPF and DKIM records
· Notify account manager to setup invoicing for hosting
· Sanitize variable parameters in your custom queries ($GLOBALS["mysqli"]->real_escape_string($limitField))
· Run PenTest on your project
· Run Chrome lighthouse report
· AMP Validator ( https://validator.ampproject.org/ )
· Structured Data ( https://search.google.com/structured-data/testing-tool/u/0/ )
Make sure to add it to displayElement. 
· Open Graph (https://developers.facebook.com/tools/debug/, https://www.linkedin.com/post-inspector/ )
· Get another programmer to go through the checklist
· Check accessibility of member pages - we want to make sure google doesn't index them and 404 page for public access
· Add favicons (if designer hasn't provided them use https://favicomatic.com/ to generate)
· Organization Structured Data
· Levis hosting the site but not the emails, Go to WHM -> Edit DNS Zone -> Select domain -> Select Remote Mail Exchanger 
Looks like this section has moved to cPanel -> Email Routing
Also we need to do this step when forms on the site are sent to client emails that we are not hosting the emails (so I guess pretty much all the time)
· Remove extra files from the live site like phpinfo or any other test files
· Disable php setting not to show errors or warnings on live site
· Remove extra files like phpinfo.php or test.php
· Make sure file upload feature accepts only valid files (no php file)
· Make sure Auto SSL is running on main domain and all subdomains (don’t use *.domain for subdomains, AutoSSL doesn’t get installed on that)
· If your site uses Google Map API make sure to generate a new API key for your project. 
· Make sure image sizes are set up properly in gallery module for your own project
· Check PWA feature, update the required assets for it and proper description in the manifest file
· Make sure to add font-display: swap; to @font-face 
· If development and live sites are on different servers, make sure to update information in common.php -> sendMail() function to use the right hostname and email address to send emails
· Delete any files/folders from other apps in all main folders like gallery images, fonts. Filelibrary, css, cmsAPI, modules and public. Delete from git and server sides both
· We have the ability of connecting google analytics to google search console. So let’s do that for the projects we have control over both sides
· Make sure there is a cmsSettings page setup on website projects on the admin side so user can edit important info like admin email, google analytics, and google verification codes  
· If the website/application uses user module just for accessing admin side via username, we should disable forgot password option from login module. 
· Delete any 3rd party library the app/website doesn’t use
· Change SALT value in env file (this can only happen if you users in public_users table are not used anymore and we are creating users from scratch)
· Check robots.php file and make sure it is setup properly for the dev site so it doesn’t index.
· Check file permissions on files and folders. Sometimes everything is fine on the development site but when we move the files to live it changes so double check that. Files 644 and folders 755
· Setup cron jobs for your live site (if your application / website is supposed to have scheduled cronjobs running make sure it’s up and running on the live domain. Monitor it for a few days after launch to make sure everything is running properly
[bookmark: _dzqkcuvqe3kl]
[bookmark: _971vdmblk7iu]New Server Setup Checklist
· Setup the .htaccess file under the public_html folder properly when you set up a new server for a client. 
· This is an example of the file you can use 
· We do this to disable the main domain, and stop people from viewing the file structure on the server
	Options -Indexes
RedirectMatch 404 /\.git
# php -- BEGIN cPanel-generated handler, do not edit
# Set the "ea-php74" package as the default "PHP" programming language.
<IfModule mime_module>
  AddHandler application/x-httpd-ea-php74 .php .php7 .phtml
</IfModule>
# php -- END cPanel-generated handler, do not edit



· Check that umask is set to 0022 for your user
· Change it with “umask 0022”

[bookmark: _o6m7smcr04ys]New module Set up Checklist
· Check admin pages are W3 Valid
· Add Content for Help section on the module
· Index new database tables

[bookmark: _u9heel5qgk11]Pre-Programming Checklist
· Review the price and features on the contract to make sure it's scoped appropriately
· Meet with designer to review the concept
· Make page contents have header tags (specially h1) specifically on Home page.
· Update database connection in ckeditor/plugins/levisCMSLink/levisCMSLink.php
· Add the dev site to backup script
· Set up the dev URL on the latest version of CMS

[bookmark: _yapbgrc4va1l]Wordpress Checklist
· Set up itheme sync plugin
· Set up wordfence plugin
· Make sure ‘All in One SEO’ plugin is installed and SEO meta data has been entered properly
· Make sure Reading Settings -  'Discourage search engines from indexing this site' is enabled for dev and disabled for live
· General Settings - make sure Membership - Anyone can register is unchecked unless client wants
· Discussion Settings - make sure first 3 default article settings are unchecked unless client wants
· Permalink Settings - make sure permalinks are set to post name (should be default)
· Double check that no links are pointing to the dev site

[bookmark: _wh6x1w151c8]Moneris Checklist
· Delivery policy
· Refund policy
· List accepted currencies


